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MSc Digital Investigation & Forensic Computing 
(1 Year Full Time or 2 Years Part Time) 
Would you like to be able to analyse a cyber 
attack, or reverse engineer malware? Would 
you like to know how to process a crime scene, 
interrogate suspects and witnesses, and prepare 
a statement for court? Would you like to be able 
to perform electronic discovery of documents, 
investigate spear phishing, intellectual property 
theft, blackmail, defamation, fraud and various 
other forms of corporate misconduct where 
crucial evidence exists in digital form? If your 
answer is “yes”, then this MSc programme will 
give you the knowledge, skills, and practice. The 
programme is for students with a background 

in computer science, information technology, 
or a related discipline. It covers all aspects of 
digital investigations from legislation and crime 
scene processing to digital forensics, reverse 
engineering, and forensic reporting. Students also 
learn how to prevent re-occurrence of incidents 
by applying appropriate information security 
countermeasures. The information security 
component covers key technical elements 
of modern network security technology, 
information security management, and 
penetration testing. The programme can be used 
to upskill or to reorient a technical career. 

Course Content and structure

The programme starts in September and finishes in August the following year. Students attend lectures and practical sessions 
on Tuesdays, Wednesdays, and Thursdays during the Autumn and Spring semesters. Some hands-on workshops are delivered on 
weekends. A Digital investigation Project occupies the entire summer semester from the middle of May to the middle of August.  
Besides coursework, students benefit from a regular Digital Forensics Seminar Series and optional visits to the Irish law courts 
to better understand the litigation process, and the role and responsibilities of expert witnesses. A limited number of industrial 
internships are available each year to suitable candidates upon successful completion of the programme.

•  Law for IT Investigators
• Computer Forensics Foundations 
• Investigative Techniques, Live Forensics and Court Testimony
• Reverse Engineering for Information Security and Forensics
• Network Security and Forensics in a Corporate Environment 

• Information Security Management and Penetration Testing
• Digital Investigation Project - an individual or  

team-based research project on a real-world topic  
in digital investigation

• Additional modules may be available.

90 credits
taught masters

60 credits
taught modules

30 credits
digital investigation project 

UCD is the No. 1 provider of digital forensics & cybercrime investigation education in 
Ireland. UCD School of Computer Science has been training cybercrime 
investigators for Irish and international law enforcement agencies since 1998, 
when we developed one of the first cybercrime investigation training courses 
in Europe. Based on 20 years experience of cybercrime investigation training, 
this programme is aimed at the business environment and half of the 
lecturers are industry experts managing digital forensics practices and 
information security departments in multinational consultancy firms 
and large financial corporations.  

World leader in cybercrime education

MSc Digital Investigation & Forensic Computing

Why study at UCD?

Tradition
Established 1854, with 160 
years of teaching & research 
excellence
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Global profile
UCD is ranked in the top 1% of 
higher education institutions 
worldwide

Global community
Over 6,000 international 
students from over 120 countries 
study at UCD

Global careers
Degrees with high employability; 
dedicated careers support; 1 year 
stay-back visa
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Safety
Modern parkland campus with 
24 hour security, minutes from 
Dublin city centre
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Subjects studied include:

Modules and topics shown are subject to change and are not guaranteed by UCD.



Arnim Eijkhoudt 
“I’ve tremendously enjoyed my time 
at UCD and always found everyone to 
be extremely helpful: lecturers, PhD 
students/assistants and all other staff/
departments. The interpersonal 
contacts, which can be particularly 
difficult when dealing with 
international/remote students, have 
been exemplary and truly make DIFC 
an outstanding study.”

Arushi Doshi, Cyber Risk 
Analyst, Deloitte
“The curriculum is very relevant and 
up to date and the modules are 
cohesive and provide a holistic 
foundation for cybersecurity. Dr 
Pavel Gladyshev is an observant and 
patient mentor and his experience 
in the field has helped me to gain 
insights beyond the coursework. 
Despite having no previous industry 
experience, this course has enabled 
me to pave a career path in 
cybersecurity and Forensics.”

MD, Group Information 
Security and Risk, Irish Global 
500, FTSE 100 company
“I studied part time while working 
and found that I could apply a lot of 
the learning immediately. When I was 
looking to move into a more senior 
role in a larger company, I felt that 
the UCD MSc was definitely a help.”

Joe O Halloran, 
Implementation Architect, 
IBM
“I picked UCD for the convenience 
of doing it part time via distance 
learning. I enjoyed the variety of 
learning and the practicals and it 
provided me with new skills 
especially in relation to cloud 
technology and security.”

Apply Now  This programme receives significant interest so please apply  
early online at www.ucd.ie/apply

International Fees and  
Scholarships 
Tuition fee information is at www.ucd.ie/fees. 
This fee includes tuition and examination costs.  
You should also budget for living expenses 
while studying at UCD. UCD offers a number 
of postgraduate scholarships for full-time, 
self-funding international students, holding an 
offer of a place on masters programmes. Please 
see www.ucd.ie/international/scholarships for 
further information.

Accommodation 
UCD has accommodation for over 2,500 
students across five locations. Places are limited 
and more information is available at  www.
ucd.ie/residences/. For information and advice 
on living off-campus, please contact the UCD 
Residences Off-Campus Office or the UCD 
Student Union Accommodation Services.  
Please visit www.ucdaccommodationpad.ie/  
and www.ucdsu.ie for further details.

Alternative Delivery
Course options
• MSc Digital Investigation and Forensic 

Computing (Part-time, Distance learning)  
F021 

Dr Pavel Gladyshev
     : pavel.gladyshev@ucd.ie        : +353 1 716 2610       
     : cs-difc@ucd.ie         : +353 1 716 2486     www.cs.ucd.ie 
UCD School of Computer Science

EU Enquiries

Entry Requirements
Applicants normally have an upper second class bachelor’s degree in Computer Science, 
or equivalent work experience. Understanding of programming concepts and some 
familiarity with Java, C or C++ programming is required.

Our graduates are employed as malware analysts, digital forensics and 
information security consultants, information security managers, and 
developers of security software. Our graduates work in Deloitte, Ernst 
& Young, Grant Thornton, KPMG, PwC, FireEye, IBM, HP, Dell, Facebook, 
SAP as well as in law enforcement, banks and financial institutions such as 
Bank of America, Merrill Lynch, JP Morgan, Bank of Ireland, Central Bank of 
Ireland, Deutsche Bank, and Pioneer Investments. 

Career Opportunities
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Facilities and Resources 
Students perform self-study assignments during the year, using their personal computers and UCD’s 
online computer lab. They have access to a Virtual Crime Scene Simulator and the loan of forensic 
equipment as needed.

Assessment 
Your coursework will be assessed using a variety of methods including group and individual 
assignments, written exams and graded presentations.

Non-EU Enquiries      : internationaladmissions@ucd.ie
       www.ucd.ie/international     

Course code: F020

Graduate Profiles


