IT Security and you.

In UCD, we generate, manage, and are entrusted with private, confidential, and sensitive information.

The University is committed to protecting the confidentiality of all our information and ensuring that

information is accurate, complete & available for appropriate uses. This document provides an overview

of your role as a staff member in ensuring the security of UCD information.

Simple ways to protect yourself, your computer, and UCD information.
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Your Laptop Every time you leave your - - markings decide only how to
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Use a laptop lock.
Keep it in the car boot.

If you manage confidential
data, get it encrypted, and
configure security features
on mobile devices.

Every scam has a story.
Every scam breaks a rule.
Every scam has a deadline.

Pay attention, take time to
decide, listen to your
misgivings, and check with a
colleague.

they have no relevance in
deciding the release of data
under Data Protection, or
Freedom of Information
legislation.

Please read this document carefully.

All UCD staff with access to sensitive data must read this leaflet and be familiar with its contents. It is intended as a
guide to policy, which can be reviewed in greater detail at the web address below. All users are responsible for their
own compliance with policy, and data owners and managers are responsible for ensuring that users in their area are
aware of IT Security policy.

UCD IT Services

For more information see: www.ucd.ie/itservices/itsecurity Seirbhisi TF UCD




Deciding what'’s confidential- guide to classifying information.

Legal
Requirement

Strictly Confidential

Where protection of data is required by law or

regulatory instrument.

Confidential

Where UCD has an obligation to protect
the data.

Controlled (Internal)

Where no specific requirement defining
sensitivity exists.

Examples Sensitive personal data. Personal data, data held under contract Academic statistics.

obligations.
Reputation Disclosure damages UCD's reputation, or the Disclosure could cause harm to the Low risk of embarrassment or reputational harm.
Protection privacy of the individual. reputation of the University.

Exam papers, research subject data.

Exam results, research results.

Project memos, staff e-mails.

Commercially

Disclosure may have serious or long term

Disclosure may have short term financial

Disclosure would have little or no financial

Sensitive negative financial impact on the University. impact on the University. impact on the University.
Competitive proposals, sensitive research records. Future management decisions, research funding Published budgets, financial records.
Some commercial agreements. information, detailed budget planning.

Other Risks Information which provides access to Smaller subsets of protected data from a General university information.

resources, physical or virtual.

school or College.

Passwords and other sensitive access credentials.

Detailed operating procedures, procedure
documents.

Internal Operational manuals, personal directory data,

past exam papers.

UCD IT Services
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