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Making renewables lreland's primary power source
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vber Attacks
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~ Example of Cyber Attack

Source: www.digitaljournal.com

CIA Confirms Cyber Attack Caused Multi-City Power Outage

On Jan 18, 2008, in New Orleans, US CIA senior analyst Tom Donahue told a gathering
of 300 US, UK, Swedish, and Dutch government officials and engineers and security
managers from electric, water, oil & gas and other critical industry asset owners from
all across North America, that "We have information, from multiple regions outside
the United States, of cyber intrusions into utilities, followed by extortion demands. We
suspect, but cannot confirm, that some of these attackers had the benefit of inside
knowledge. We have information that cyber attacks have been used to disrupt
power equipment in several regions outside the United States...."
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SFI PL Award: Vulnerability- Assessment and Mitigation

of ICTs for Critical Infrastructures (Collab: lowa State
Univ., Ind. Advisors: Eirgrid, ERSE, RTE France, INTEL)
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Detecting Anomaly at Substation

Anomaly Detection Algorithm
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wjty and Information Flows
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Source: NIST Framework and Roadmap for Smart Grid
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~ Enhancing System Reliability with ICT

Central Agent : create information, transfer
information, status monitoring

Terminal Agent : peer to peer communication,
isolate fault area, coordinate protection

SCADA Control Centre
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“Smarter Way to Detect Fault

If fault occurs on the feeder, protective

.2 device detects the fault and trip circuit
breaker. Multi-agents (Recloser) can
isolate fault area using peer to peer

Relay « PR3 communication.
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" Efficient Service Restoration

Restore service to unfaulted sections of

Hl s2 : e
the feeder by closing circuit breaker and
tie switches using peer to peer communication.
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